
IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 
 

DONNA CURLING, ET AL., 
Plaintiffs, 
 
v. 
 
BRAD RAFFENSPERGER, ET AL., 
Defendants. 

Civil Action No. 1:17-CV-2989-AT 
 

 
COALITION PLAINTIFFS’ REPLY BRIEF ON EVIDENTIARY 
PRESUMPTION ARISING FROM SPOLIATION OF EVIDENCE 

  
Answering the State Defendants’ Introduction and Background 

Employing language that can only be described as Orwellian, the State 

Defendants attempt to sanitize their violations of the law by referring to their 

spoliation of evidence as “repurposing.”  (Doc. 558 at 2).  “Repurposing” is code for 

wiping servers and destroying data, much like shredding documents “repurposes” 

them into trash.    

One of the risks of not trading in the truth is that you tend to forget the stories 

you have previously told.  In January 2018, the then-Secretary of State Brian Kemp 

was anything but defending destruction of the CES servers.  Rather, on January 13, 

2018, in Hall County, Georgia, Kemp said the decision to wipe the servers was 

Case 1:17-cv-02989-AT   Document 564   Filed 08/01/19   Page 1 of 35



2 
 

“really incompetence on their part that we had no knowledge of.”1  In October 2017, 

KSU told the Associated Press that the server wipe was “standard operating 

procedure,” while Kemp’s office said at the time it was “undeniable ineptitude.”2 

Now the State Defendants deny the undeniable ineptitude and defend the 

indefensible decision.   

Whether the State Defendants or their agent, KSU, had plans to purge data 

prior to the filing of this litigation has no affect upon the State Defendants’ 

obligations that arose the moment they knew litigation was likely.3  As this Court 

has already noted, after the State Defendants were on notice of the litigation and 

removed the case to federal court—and had already destroyed all data on the 

‘elections.kennesaw.edu’ server, the State Defendants, directly or through their 

                                                            
1  See https://www.gainesvilletimes.com/news/kemp-universitys-blunder-led-
elections-server-issue/ Interestingly, to counsel’s knowledge, Governor Kemp never 
suggested during the campaign, as lawyers for the State Defendants do now, that the 
wiping of the CES servers and the destruction of evidence was perfectly acceptable. 
 
2  Id.  
 
3 The State Defendants completely ignore in their brief the Coalition Plaintiffs’ 
argument that, pursuant to O.C.G.A. §§ 21-2-52 and 21-2-73, the State had an 
independent statutory obligation to retain all records of the election for a period of 
24 months--no mention, much less a denial.  So, the notion that it was standard 
operating procedure to destroy evidence related to the outcome of elections within 
months of the elections constitute willful disregard of the law—as appears to be the 
State’s wont.   
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agents, wiped a second server, the ‘unicoi.kennesaw.edu’ server, further destroying 

relevant evidence.   

The State Defendants complain that Rule 7(b)(1) of the Federal Rules of Civil 

Procedure, requires that requests for court orders be made by motion. Actually, the 

Rule provides as follows: 

A request for a court order must be made by motion. The 
motion must: 
 
(A) be in writing unless made during a hearing or trial; 
(B) state with particularity the grounds for seeking the 
order; and 
(C) state the relief sought. 

  
The Coalition Plaintiffs’ spoliation brief was filed in support of Plaintiffs’ 

Preliminary Injunction Motion, was in writing but offered during a hearing, and 

states the relief sought.  The last sentence of the brief reads: “Defendants’ spoliation 

of evidence should minimally result in a presumption that the evidence destroyed by 

Defendants would tend to prove the merits of Plaintiffs’ claims and should weigh 

heavily in the Court’s assessment of whether to grant injunctive relief.”  The filing 

satisfied all the requirements of Rule 7(b)(1).  

 Having no argument with any factual or legal merit, the State Defendants 

claim that the Coalition Plaintiffs “apparently shared their Brief with reporters ahead 

of time, because a reporter contacted the Secretary of State’s office immediately 
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after filing seeking comment and outlining the contents of the brief.” (Doc. 558 at 

3-4).  Not that it matters, but the Coalition Plaintiffs hereby certify to the Court that 

they did not share the brief with the press ahead of its submission.  It is also worth 

noting that many legal reporters subscribe to Pacer, and the brief was filed at 1:30 

PM on July 25, 2019.  The email from Ms. McDonald with the Daily Report was 

sent to the Secretary of State’s office at 3:11 PM.  The Coalition Plaintiffs credit Ms. 

McDonald with sufficient reading acuity to absorb a 20-page brief in an hour and 

forty-one minutes.  

Answering the State Defendants’ Argument 

The Relevant Evidence on the CES Servers 

The State Defendants contend that “Plaintiffs’ original claims had nothing to 

do with any election that occurred while the CES webserver was in use.” (Doc. 558 

at 11 n.5). The State Defendants point out that the wiped servers were taken out of 

service in March 2017, while the Coalition Plaintiffs’ claims initially related to the 

April and June 2017 special election and runoff for the Sixth Congressional District.   

Recalling the timeline here is useful: CES became aware of Chris Grayson 

accessing the ‘elections.kennesaw.edu’ server on March 1, 2017.4  On March 2, 

                                                            
4  See CES/KSU memorandum re March 1, 2017 incident, attached hereto as Exhibit 
“A.”  
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2017, the KSU University Technology Services (“UTIS”) Information Security 

Office “pulled apache and Drupal logs…and seized the ‘elections.kennesaw.edu’ 

server.”5  On March 3, the FBI was contacted, and FBI took possession of “the 

impacted server,” indicating that only a single server was turned over to the FBI.6    

The State Defendants state in footnote 1 of their Response that there were 

three servers in use at CES: (i) a ballot building GEMS server; (ii) an EPIC server 

that generated information used in ExpressPoll check-in machines; and (iii) the 

‘elections.kennesaw.edu’ server (recently renamed the “webserver” by State 

Defendants) “that was used for occasionally transmitting information to counties.”  

For clarity, the Coalition Plaintiffs will continue to refer to the server as it has been 

referred to throughout the litigation: ‘elections.kennesaw.edu.’ 

The State Defendants’ guileful efforts to diminish the importance of the 

“impacted server” (‘elections.kennesaw.edu’) are belied by the description of that 

server by Michael Barnes, Director of CES, when attempting to retrieve data from 

the server then in the possession of the FBI.  Mr. Barnes explained:  

                                                            
5  Id.  It is troubling that the State Defendants, who, as will be seen, apparently 
scoured the KSU memo closely, failed to mention to the Court in their Response that 
logs were pulled from the server and have failed to produce any such logs to the 
Court or Plaintiffs.    
 
6  Id.     
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We would like to retrieve certain records from 
elections.kennesaw.edu that support our daily office 
activities, items such as inventory records, workflow 
databases used during our ballot building efforts, and 
operation manuals….We would like to retrieve the entire 
cesuser directory if possible. 7   

 
 That request was passed from Mr. Barnes to Steven Gay at KSU, who, in turn, 

forwarded the request to FBI Special Agent William D. Ware, II.  In his forwarding 

email, Mr. Gay explained that CES did “not have a backup” of the seized server.8  

This exchange of emails exposes two areas of concern regarding the State 

Defendants’ candor with the Court: First, the emails seriously call into question the 

State Defendants’ misleading description of the elections.kennesaw.edu/webserver.  

One is left to wonder how a server that, as described by the State Defendants, only 

“occasionally transmit[s] information to counties” would support “[CES’s] daily 

office activities…[and] workflow databases used during…[CES’s] ballot building 

effort.” Additionally, throughout the Response brief, the State Defendants refer to 

the Unicoi server as a backup server,9 but Mr. Gay’s email indicates that CES had 

                                                            
7  See March 15, 2017 email from Mr. Gay to Mr. Barnes and from Mr. Gay to Mr. 
Ware, which was identified in the Barnes Deposition at Exhibit 21, attached hereto 
as Exhibit “B.”  (CGG0000026).  
 
8  See id. 
 
9  See Response brief, Doc. 558 at 9, 10, and 11.  
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no backup for the data on the impacted server that Mr. Barnes was requesting.  

Which leaves open the issue of what unique data the Unicoi server contained, as it 

is undisputed that it was wiped and destroyed with the FBI having made no image 

of it.   

The State Defendants’ contention that the elections.kennesaw.edu server had 

no relevant data stored on it is troubling on many additional levels.  First, the 

contention ignores that, as Mr. Barnes email reveals, the data in the 

elections.kennesaw.edu server was most likely used to build ballots for the April and 

June 2017 elections.  Erroneous or malicious code embedded in the server long 

before the April and June 2017 elections could have affected the outcome of those 

and later elections when data and directories salvaged from the 

elections.kennesaw.edu server was returned to the Secretary of State and used by 

Mr. Barnes to support “daily office activities.”  

In his affidavit,10 Logan Lamb summarized the type of relevant working files 

on the elections.kennesaw.edu server and described ballot building and pollbook 

files accessed by Lamb that are consistent with the example list of files residing on 

that server prepared by Michael Barnes of CES.  (Doc.507 at 61-62). 

                                                            
10  (Doc. 2-1 at 91, 93) 
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Additionally, the State Defendants’ argument suggests that they do not 

understand that for months (or perhaps years) prior to the April and June 2017 

elections, the elections.kennesaw.edu server was open to any malevolent actor who 

possessed even moderate computer skills. Had any malicious code been downloaded 

into the CES servers that were being used to build ballots in March 2017 or before, 

the entire election system could have been infected for any election until such time 

as that code was detected and remediated.  The fact that the CES servers were taken 

off line in March 2017 in no way changes that fact.  And any record of who accessed 

the CES servers, when they were accessed, or mischief that was done with them 

when they were accessed has now been destroyed.  This is not hypothetical; Logan 

Lamb and Chris Grayson both accessed the system without authorization or 

detection, fortunately wearing white hats.     

The FBI Image 

The State Defendants contend that the FBI made an image of the “impacted 

server”—the only server the FBI took possession of.    The Unicoi server—the server 

the State Defendants refer to as a backup server, which according to Mr. Gay, did 

not backup directories used to support CES’s “daily office activities”—was also 
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wiped.  The State Defendants never explain why the Unicoi server was wiped and 

never offer a rationale for why doing so was not sanctionable spoliation.11   

The State Defendants note that the FBI currently has an image of the drive of 

the elections.kennesaw.edu server, but the State Defendants have avoided taking 

possession of that image.  Counsel for the State Defendants served a notice of intent 

to subpoena a copy of the image but then decided not to issue the subpoena.12  Then 

from October 2017 through the present date, the State Defendants have assiduously 

avoided taking possession of the image.  On July 8, 2019, Kristine Green of the FBI 

advised counsel for the State Defendants as follows:  

I spoke with one of our investigators and he confirmed that 
he has the blank hard drive the State provided.  Shortly 
after we received the drive, the State’s counsel requested 
we temporarily discontinue the request to copy the 
drive.  We can re-initiate the request now, if necessary.  I 
would like a letter of representation and notarized 

                                                            
11  Apparently, the State Defendants have concluded that they can avoid the problem 
of the spoliation of the Unicoi server by dismissing it as a backup to the 
elections.kennesaw.edu server hoping everyone will thereafter forget about it.  The 
State Defendants have made no showing that the Unicoi server had no unique data 
on it, and Mr. Gay’s email to Mr. Ware indicates that the elections.kennesaw.edu 
server had no back up.   
 
12  See Exhibit “G” to initial Spoliation Brief (Doc. 548) and related text. 
 
 

Case 1:17-cv-02989-AT   Document 564   Filed 08/01/19   Page 9 of 35



10 
 

signature from the Secretary of State’s office before I 
actually turn over the drive.13 

After the State Defendants asked the FBI to suspend efforts to make a copy of 

the drive, current counsel did provide the FBI will a letter of representation and a 

request for a copy of the image of the drive.  Nine (9) days later, on July 17, 2019, 

at the Coalition Plaintiffs’ counsel’s urging, Mr. Belinfante followed up with Ms. 

Green, explaining that “Plaintiffs are the ones that have requested the drive.”14 Mr. 

Belinfante did mention that there was an upcoming hearing, but he did not suggest 

that the FBI expedite the request so that the Court would have access to information 

concerning the contents of the server at the hearing. The State Defendants, absent 

the urging of the Coalition Plaintiffs’ counsel’s cajoling, have little apparent interest 

in accessing the image.  In any event, there may never be any way of knowing if the 

FBI’s image is an accurate, unaltered or complete image of what KSU destroyed 

months later.  This is one of the many reasons why the State’s action is so prejudicial.   

                                                            
13  See July 8, 2019 email exchange between Kristin Green and Josh Belinfante, 
attached hereto as Exhibit “C.”  
 
14 See July 17, 2019 email exchange between Josh Belinfante and Kristin Green, 
attached hereto as Exhibit “D.” 
 

Case 1:17-cv-02989-AT   Document 564   Filed 08/01/19   Page 10 of 35



11 
 

The State Defendants Attempt to Shift Blame 

The State Defendants attempt to shift blame for their wrongdoing, claiming 

that the Coalition Plaintiffs knew of the State Defendants’ plans to “repurpose” the 

servers pointing to a number of writings that revealed that intent. See Response, p. 

10.  Remarkably, in support of this argument, the State Defendants point to Exhibit 

“A” attached hereto, the April 18, 2017 CES/KSU memorandum, as the document 

that put Plaintiffs on notice of the fact that they were planning to destroy evidence.  

The relevant portion of the memo is buried at page 3 where the subject of replacing 

certain IT assets is mentioned.  Among the listed assets is “elections.kennesaw.edu,” 

which the memo proposes to “Format and reinstall on CES Isolated Network at 

NAS.”  No part of that language reveals any intent to wipe the server without making 

a copy. 15  

The memo also lists “unicoi.kennesaw.edu,” which the memo recommends 

for “Surplus.”  Again, the notion of wiping the server without retaining a copy is 

nowhere mentioned.  Nonetheless, these references translated into what the State 

                                                            
15  The State Defendants also point to an email summarizing a KSU IT staff meeting 
referencing an instruction to “Wipe R610.” See Response, Doc. 548 at 10.  Of course, 
the Coalition Plaintiffs and their counsel would have had no way to know what that 
meant.  
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Defendants refer to as the “Coalition Plaintiffs [having] full knowledge of the plans 

for the servers.”  The memo put no person on notice of the plans to wipe the servers.  

The Coalition Plaintiffs’ initial brief points to no fewer than ten (10) written 

warnings the State Defendants were given to preserve all documents and data.  But 

apparently the State Defendants believe that their purported announcement of a plan 

to violate the Election Code, to ignore their preservation duties, to disregard 

Plaintiffs’ demands for preservation, and to evade this Court’s orders regarding 

preservation absolves them of legal responsibility to do what the courts demand of 

the most unsophisticated layperson—scrupulous preservation of all relevant 

evidence.   

The State Defendants next protest that Plaintiffs (and apparently the Court) 

were insufficiently specific about what data and devices they were obligated to 

maintain.  The suggestion that the allegations in the initial Complaint, filed on July 

3, 2017, did not disclose that the vulnerability of the ‘elections.kennesaw.edu’ server 

was central to the claims in the case is stunning.  The first eight substantive pages of 

the Complaint set forth in detail the vulnerabilities of the ‘elections.kennesaw.edu’ 

server discovered by Logan Lamb and confirmed by Chris Grayson.  The Complaint 

makes more than 50 references to one or both of the two destroyed servers.  In spite 

of that, the State Defendants argue that “[t]he webserver and its backup were 
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completely irrelevant to any claims in the initial Complaint, filed on July 3, 2017.”  

(Doc. 558 at p.9). That assertion is nothing short of astonishing. 

Furthermore, the Director of CES, Michael Barnes, acknowledged that he 

received notice from counsel for KSU to preserve all documents before the servers 

were wiped. (Doc. 472-10 at 86).  When asked whether he knew that the servers 

would be wiped, Barnes acknowledged that he knew that the servers might be 

“reused in some capacity.” (Doc. 472-10 at 112).16   

The State Defendants’ assertions that they did not understand that they should 

not destroy evidence that would disclose who had accessed the system, when they 

accessed the system, and what they did while in the system is unfathomable.  

Moreover, the notion that it is incumbent upon Plaintiffs to identify for the State 

Defendants the elements of their election hardware that contain evidence relevant to 

the outcome of elections is intellectually dishonest. Indeed, the State Defendants 

acknowledge, in a footnote, that the “State Defendants ha[d] an obligation to preserve 

anything relevant to the claims beyond what was specifically listed” in preservation 

                                                            
16  According to the Response brief, notice of re-use should have been notice of 
future spoliation to the Coalition Plaintiffs.  If that is correct for a third party like the 
Coalition, it should have been abundantly clear to Mr. Barnes, as the Director of 
CES, what was about to happen to the servers, and given the notice he had of the 
State’s preservation duties, he was obliged to ensure that the servers were not wiped.  
Obviously, he failed to discharge that duty.  
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letters.17  The State Defendants’ suggestion that they are somehow absolved of their 

failures to discharge well-known preservation obligations because Plaintiffs did not 

describe the election system in sufficient detail is, at once, sad and risible.   

Next, the State Defendants announce they have taken a “consistent position 

that past election data on memory cards and internal memory of DREs is not erased 

by subsequent usage.”18  The State Defendants’ position confuses consistency for 

accuracy. As the Coalition Plaintiffs indicated in their opening brief, the State 

Defendants’ position regarding overwriting DRE internal memory and memory cards 

is “utter nonsense,” according to cyber-security experts specializing in election 

                                                            
17  See Response, p. 11 n. 5. 
 
18  See Response brief, Doc. 548 at 15.  The State Defendants argue that the Coalition 
Plaintiffs have known this is the State’s position for years.  And since the Plaintiffs’ 
very first preservation notice, Plaintiffs have demanded that the State “suspend the 
Defendant entities’ data destruction and back up tape recycling policies.”  See July 
10, 2017 preservation demand from Bryan Ward to State Defendants’ counsel, 
attached as Exhibit “C” to Coalition Plaintiff’s initial brief, Doc. 548.  If the concept 
of “backup tapes” did not sufficiently covey the hope that storage media would be 
preserved, the message also demands the retention of “other storage media.” Exhibit 
“E” to the Coalition Plaintiffs’ initial brief specifically demanded preservation of all 
memory cards and DREs as of December 21, 2017, as did Exhibit “F” on June 21, 
2018.  In short, the State Defendants have blithely been destroying evidence for 
years—in violation of retention statutes cite in footnote 1 supra—and for more than 
two years the Coalition Plaintiffs have been demanding that they stop.   
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security. 19  First, the cited authority for the position, the Declaration of Mr. Barnes, 

more specifically states that the re-use of DREs does not “automatically overwrite 

prior election information.”  Mr. Barnes implicitly acknowledges that if the internal 

memory is already full, data within the internal memory will be overwritten, and same 

appears to be correct for memory cards.20 

Additionally, Mr. Barnes, who holds a masters degree in Public Administration 

and no technology degrees, is not qualified to address technology issues.  Dr. Richard 

A. DeMillo, however, has, and Dr. DeMillo reported in his November 21, 2018 

declaration that “Preserving the electronic data in the internal memory of the DRE 

requires that no new election data be written onto the hard drive of DRE machines, 

no further use after the close of the election, including recounts, and that the DRE 

machines thus preserved be strictly physically secured and not deployed to polling 

places.”21  Dr. DeMillo further explained that he is unaware of any support for the 

                                                            
19 https://whowhatwhy.org/2018/11/20/georgia-runoff-will-likely-contaminate-
voting-machines-as-evidence/ (hereinafter “Georgia Runoff Contaminates Voting 
Machines”) attached to Spoliation Brief as Exhibit “I” at 7-8.  
 
20  See Doc. 558, Barnes Dec. at ¶¶ 6-7.  
 
21  See DeMillo Declaration, ¶ 19, attached as Exhibit “J” to the initial Spoliation 
Brief.  
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State Defendants’ position that “data from prior elections cannot be erased, 

overwritten, or otherwise lost when a new election is carried out.”22   

 The bottom line is that the State Defendants are either attempting to mislead 

the Court or they are intentionally ignorant of the effects of their policies on the 

preservation of evidence.  Either way, bad faith is established.  The State Defendants 

do not know what evidence has been overwritten and destroyed because they 

stubbornly refuse to acknowledge the facts.  As the Federal Circuit explained in 

Micron Tech., Inc. v. Rambus, Inc., 645 F.3d 1311(Fed. Cir. 2011), “If it is shown 

that the spoliator acted in bad faith, the spoliator bears the “heavy burden” to show 

a lack of prejudice to the opposing party because ‘[a] party who is guilty of ... 

intentionally shredding documents ... should not easily be able to excuse the 

misconduct by claiming that the vanished documents were of minimal import.’” Id. 

at 1328 (citing Anderson v. Cryovac, Inc., 862 F.2d 910, 925 (1st Cir.1988); Coates 

v. Johnson & Johnson, 756 F.2d 524, 551 (7th Cir.1985) (“The prevailing rule is that 

bad faith destruction of a document relevant to proof of an issue at trial gives rise to 

                                                            
22  See First DeMillo Declaration, ¶ 23.  Dr. DeMillo also declared that “[a]ll DRE 
machine electronic data must be preserved.  Random sampling of DRE machines for 
preservation is not sufficient for safe-guarding of electronic evidence required to be 
used in discovery.  Id. at ¶ 25. 
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a strong inference that production of the document would have been unfavorable to 

the party responsible for its destruction”)). 

 The same can be said of the State Defendants. They have a statutory duty to 

preserve election materials, even when there is no litigation.  They have ignored that.  

They knew the CES system was wide open to unauthorized access and that the only 

way to restore confidence in election integrity was to preserve servers, DREs, 

memory cards and all data.  They ignored that.  They received repeated warnings 

from Plaintiffs and the Court to preserve evidence.  They ignored that.  The State is 

powerful, but that does not mean it answers to no one.    

In sum, the State Defendants’ destruction of evidence increases the likelihood 

that Plaintiffs will succeed on the merits, providing further support for their Motion 

for Preliminary Injunction.   

Respectfully submitted this 1st day of August 2019. 

/s/ Cary Ichter    
CARY ICHTER  
Georgia Bar No. 382515 
cichter@ichterdavis.com 
ICHTER DAVIS LLC 
3340 Peachtree Road NE,  
Suite 1530 
Atlanta, Georgia 30326 
Tel.: 404.869.7600 
Fax: 404.869.7610 
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/s/Bruce P. Brown    
Bruce P.  Brown 
Georgia Bar No. 64460 
BRUCE P. BROWN LAW LLC 
1123 Zonolite Rd. 
Suite 6 
Atlanta, Georgia 30306 
(404) 881-0700 

 

/s/ Robert A. McGuire, III  
Robert A. McGuire, III 
Admitted Pro Hac Vice (ECF No. 125) 
ROBERT MCGUIRE LAW FIRM 
2703 Jahn Ave NW, Suite C-7 
Gig Harbor, WA  98335 
T: (844) 318-6730 
 
 
/s/ Ezra D. Rosenberg   
Ezra D. Rosenberg   
John Powers 
Co-Director, Voting Rights Project 
Lawyers’ Committee for Civil Rights Under Law 
1500 K Street, NW, Suite 900 
Washington, DC 20005 
(202) 662-8345 (office)  
 
Attorneys for Coalition for Good 
Governance 
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